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EXECUTIVE SUMMARY

This whitepaper describes how to run Enterprise Architect as an unattended Windows Service on
Windows Server 2008R2 and higher. Before that Server Version it was much easier to run any
automation interface based application on a Windows Server environment — but at the end running
such applications that are not designed and developed for servers are not only dangerous for
instable usage of that application itself — it is even dangerous for the complete server system that
may fail because of such constellations.

oy If you know that risk and you can handle the consequences, then go on reading this
i document and handle with care and document carefully what you have done —
# ' otherwise hands off.

/F Read this first:

| For Windows Server constellations before Windows Server 2008R2 — just do that:

PREPARATIONS

Ok —you have reached this line: this document is a visual guideline and the required environment is
(all configurations, paths are related to the default installation):

e  Windows Server 2008R2 x32/x64 or higher
o Application Server Role installed (needed for DCOM/COM+)
o optional: Web Server Role installed
e Enterprise Architect 8.0 or higher
o Installed for all users
o with a valid named user license
e Optional: Visual Studio 2008 Professional or higher — you need the capability to develop
Windows (NT) Services
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STEP BY STEP ASSISTANCE

STEP O0: OPERATING SYSTEMS, PATHS AND APPLICATIONS

Generally the following paths are used:

PATH OS | DESCRIPTION
C:\Windows\System32 X32 | Hosts any of the OS related
applications for 32 bit
C:\Windows\SysWOW64 X64 | Hosts any of the OS related
applications for 64 bit
C:\Windows\Microsoft.NET\ Any | Hosts all the .NET related

Framework stuff and
helpers of the .NET

Framework
C:\Windows\Microsoft.NET\Framework\ [Version] | Any | There you can find the
(here we typically use v2.0.50727) installutil.exe that

we have to use later on

For easier usage create desktop links including administrative permissions to:

APPLICATION oS PATH DESCRIPTION

COMMAND LINE
Component X32 comexp.exe We need the 32 bit Version of the
Services X64 comexp.exe /32 Component Services, because the

COM Interface of EA is 32 bit

Command Line Any cmd. exe
.NET Windows (NT) | .NET | installutil.exe You can use any
Service Install Util installutil.exe of any .NET

framework version

mtumponent Services Properties m Advanced Properties [ X}

General Shorteut ] Secuity | Details | Previous Versions |
Choose the advanced properties you want for this shortcut,

)

Iﬁa Component Services

IV Run as administrator

Target ype:  Microsoft Comman Console Document This option allows you to run this shortcut as an

& administrator, while protecting your computer from
Target location: system32 unauthorized activity.
Target: IZwindil'/.\syslemﬁZ\cnmexp. msc /32

¥ Runin separate memory space

Start in: I

Shortcut key: INone

Run: |Novmal window ;]

Comment: IManage COM+ applications, COM and DCOM sys

Open File Location | Change Icon... Advanced... ]
ok | cencel | apb |

Shortcut on desktop for using comexp with administrative rights (Advanced...| Advanced
Properties|Run as administrator).
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STEP 1: CONFIGURATION OF DCOM/COM+ FOR EA.APP

Start compexp.exe and open the treeview to DCOM Config.

omponent Services

%. File Action View Window Help
&= rpPc B E=ZEgE =
(L Console Root A ——
B & 2
= | Computers Computers
[= &l My Computer
| COM+ Applicatic
[= | DCOM Config
2 %SystemRe
2 %systemro
2 %systemro
2 %systemro
2 %systemroc
2 %systemrot
2 32-bit Previe
2 Accessibility
2 AccStore Cle
# 2 acopace.d|

Then search for EA.App and open the properties dialog (right mouse button | properties)

[ £ DFSRHelper « | R — | &ckinne
[ 2 DFSRHelper 4EA.App Properties [X] E
e

# & DfsshiEx.dl . - - ]

@ 2 DirHost General | Location | Secuity | Endpoints | Identity | =
A

& E DTS Packagy General properties of this DCOM application

# & DTS Packag:

=) Application Name:  EA4pp

TS Task He

Application |D: {389E 4F32-8D27-4358-8822-1D 7028 3FOCE3}

.

Application Type: Local Server

Authentication Level: |[BEEW vl

Local Path: CAPROGRA™2\SPARXS ~1\EANEA exe

‘é EAViewer
Elevated-Ur
Enhancedst
Event Objec
Event Objec
faultrep.dll
File Prop She
£ FileSystemIr
2 Found New
2 FsrmModule
‘é FsrmModule
‘é FsrmModule
2 FwCplLUA
2 GPMC Repoi
‘é Health Key ¢
‘é HomeGroup
A
L]
A
L]
A

R

HomeGroup
HTML Applic

= IASDataﬁ;J
»

CRCECRCECECRCECRCRCRCRCRCRCRCRCRCRC RN

Learn more about setting these properties.

o]

Cancel | Apply |

By default you can access EA already (if you change the identity to interactive user), but you must be
logged on (since Windows Server 2008R2) and this is not really what we want for a server
environment — to achieve an unattended server environment is what we want.

In this case we don’t have to change anything, because we are going to run EAin a
Local System context and this is the highest security level — even higher than
N ’ administrator, but you should know — where to configure the access/launching rights.
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STEP 2: CREATE A WINDOWS SERVICE WITH VISUAL STUDIO

Please read very carefully and don’t leave a step out. If you don’t want to touch Visual Studio — we

can provide the cmdLaunchService.exe for any kind of donation — just send an email to:

DESCRIPTION SCREENSHOT
Launch Visual Studio to create a new
windows service
: : 2
e File|New|Project... - opens the = L
create new project dialog BT Ve v et oot
1 1 Windows flWindows Forms lication {is#lClass Librar
e Choose CH|Windows|Windows - éﬁm‘iﬁ e st
S erVi ce —to create a Win d ows S:::ase FAwindows Service (Fwindows Forms Control Library
. Reporting My Templates
service \T:é; “Hsearch Online Templates...
e Choose the .NET Framework (here P, il
we take 2.0 because it is the kil
minimum requirement)
e Enter cmdLaunchService as name A ecjoc o et Wi s g (RET Friues oK 2.0}
Name: | amdLaunchservice
b OK Location: [caws Gans\Doc isual Studio \Projects | | Browse...
SolutionName: | amdLaunchService [V Create directory for solution
[0 ] o |
e Thenrename Servicel.cs to R
File Edit View Project Buid Debug Data Tools Test Window Help
cmdLaunchService.cs (don't B-E-SH @ %R0 F-B)ohg Ao sl
B | j2 & S| | ok i |E : de | B 4TS &t F | % B S
forget the .cs) S| emdLaunchService.cs [Design] BN <. ton Exporer - Solution ‘andlsunchsen...
. = = | & Z| EE 091
hd accept that VS WI” rename a“ ;’ ;]Suluﬁon'andLaun:hSEmce'(1pfo;an)
relations to that name. T B vewcode o < reo
. . . 1h B Reference
e Right mouse button in the Design T o Ty
P % cndLaunchService.Designer.cs
Ar ea Of th e Show Large Icons #) Program.cs
. Add Installer
cmdLauncService.cs To add| 25| propertes ass, drag them from
(marked with a red cross) e
Ad d | nsta | |e r your class, click here to switch to code view.
[ ]
e Now you have a
-
ProjectInstaller.cs e ey
e Set the property “Account” of ,
(Name) cmdlaunchService 4
serviceProcessinstaller to Auntes T
. . . HTotit SRR anHandleSessionChan False
“LocalSystem” (this is the security [ 0rors [ 2.0 Wargs] [ QD O Mesges] o a o aks
context of the Service) T lee Tosmn omsetl] Croee™ =
ExitCode 0
e Set the property “ServiceName” of e (osfaut -
servicelnstaller to —
“cmdLauncherService” J 1 : Indicates the name used in code to identify the object.
Ready Z
e Open the code file of the protected override void OnStart (stringl]
cmdLaunchService.cs (this ?rgs)
. .,
code will e'xeCUte qn Service s Process cmdTool = new Process();
startup using the given security cmdTool.StartInfo.FileName = "cmd.exe";
context of the Service) cmdTool.Start () ;
}
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e Build solution — by default you will Torosort Uindows

11
Copyright <(c)> 2009 chru-‘uft Cuxporatlon Alle Rechte vorbehalten.

find the exe in the following path: c:\Windo en32>cd\tenp

c . \ U sers \ [ US er ] \ — g;?zigpxl:\Ulndous\ﬂlcrnsof: .NET\Framework\v2.8.50727\installutil cmdLaunchServi
Microsoft (R) .NET Framework-Installationsprogramm, Uersion 2.8.58727.5420

Documents\visual Studio Copyright (c> Microsoft Corporation. Alle Rechte vorbehalten.
2008\ Proj ects-— Eine transaktive Installation wird ausgefiihrt.

. Die Installationsphase wird gestartet.
\cmdLaunchSeerce— Die Protokolldatei enthilt den Fortschritt der Assembly C:\Temp\cmdLaunchService

.exe.

4 —_ Die Datei befindet sich in C:\Temp\cmdLaunchService.InstallLog.
\cmdLaunchService Assembly C:\TempcndLaunchService.exe wird installiert.
Betroffene Parameter:

\bin\Debug logtoconsole

assemblypath = C:\Temp\cmdLaunchService.exe
logfile = C:\Temp\cmdLaunchService. In<‘ta11Loy

o COpy the Dienst cmdLauncherService u

Dienst cmdLauncherService wurde
Die EventLog—Quelle cndLauncherService 1m Protokoll Application wird erstellt.

cmdLaunchService.exe to
Die Installationsphase ist abgeschlossen, und die Commitphase beginnt.
the Server (here. C . \temp) Die Protokolldatei enthdlt den Fortschritt der Assembly C:\Temp\cmdLaunchService|

Dieeﬁatei hefindet ch in C:\Temp\cmdLaunchService.InstallLog.

e Open CMD.EXE (of course with BeEoRione Pamnatons e A susaetees
administrative rights) PR e e

»  Gotothe path using CD c: \temp | ANRER————

e Run [.NET Framework C:\Tenp>
Path]\Installutil
cmdLaunchService.exe

O services

File Acion View Help

e Goto Services
e Set Properties of

BT ¢ Services (Local)

cmdLaunchService to allow

Name 4 | Description | status | Startup Type | Log On As a|
Appication Experie... Processes... Started  Manual Local System
. . . Appication Identity  Determines... Manual Local Service
the service to be interactive , i Corolcaton nfoma.. Fackats. Stred  Morcel i
Application Layer G... Providess.. Manual Local Service
General LogOn | Recovery | Deoenaenuesl Applcation Manage... Processesi... Manual Local System
Background Intelig... Transfers f... Started  Automatic (... Local System
Logoozsy BaseFiterngEngne  TheBaseF... Started  Automatic Local Service

Beisahanint o, Copies use... Magual Local em
" cmdLauncherService. Canual )

g The CNG k... RS SEeyeEm

€ This account: COM+EventSystem  SupportsS... Started  Automatic Local Service
COM+System Appl... Managest... Started  Manual Local System
Computer Browser  Maintains a... Disabled Local System
Credential Manager  Providesss... Manual Local System
A Cryptographic Serv... Provides fo... Started  Automatic NetworkSS..
e i e o oo DCOM Server Proc... TheDCOM... Started  Automatic Local System
Desktop Window M... ProvidesD... Started  Automatic Local System
PHCP Client Rerictrsa  Starked  Butomatic 1 el Sarvicn

e Start cmdLaunchService
e Accept the Windows Warning
(View the message), that there is
Background Intelig... Transfersf... Started

an interactive command
s 2 N 3 Base Filtering Engine  The Base F... Started
A program running on this computer is trying to display a message

e Now you have a CMD running in Certficte Propaga... Copes use...

The program might need information form you or your permission to complete a task. cmdLauncherService

H Why does this happen? CNG Key Isolation The CNG k...
Local SyStem Securlty conteXt COM+Event System  Supports S...  Started
<) View the message COM+ System Appl... Managest... Started
Computer Browser  Maintains a...
Credential Manager ~ Provides s...

Name = Description Status
Application Experie... Processes... Started

Stop the service Application Identity ~ Determines...

Restart the service Application Informa... Fadiltates ... ~Started
Application Layer G... Providess...

‘5‘ Application Manage... Processesi...

cmdLauncherService

% ¢ Interactive Services Detection

<» Ask me later

Cryptographic Serv... Provides fo... Started
@lde program details DCOM Server Proc. The DCOM... Started
Desktop Window M... ProvidesD... Started
Program(s) or devices(s) requesting attention. DHCP Client Registersa... Started
Diagnostic Policy Se... The Diagno... Started

Message title: Administrator: C:\Windows\System32\cmd. exe Diagnostic Service ... The Diagno...

Program path: C:\Windows\System32\cmd.exe

Received: Today, August 23, 2012, 2:34:04 AM Diagnostic System ... The Diagno...  Started

Disk Defragmenter Provides Di...

This problem occurs when a program is not fully compatible with Windows. Distributed Link Tra... Maintainsli... Started
Please contact the program or device manufacturer(s) for more information. Distributed Transac... Coordinate... Started

e Clant Thamhe Al ractart

© 2012 LieberLieber Software GmbH Version 1.0



Sparx Systems Enterprise Architect as an unattended Windows Service on Lietler
Windows Server 2008R2 and higher softwars gmbh

e To get the complete explorer for

Local System — you just type in the Wicrosoft Ui Ton 6-1-76011 :
Copyright (c> 2009 osofs, Corporation. All rights reserved.
CMD WIndOW: explorer C:\Windows\systen3{dexplorer

o Verify if the explorer runs in Local

System context

Retum to your Windows desktop

The program will display its own window below f it still needs attention.

When you are done, or if you need to retum to your desktop for more
information, click Retum now.

<» Retum now

g Internet Explorer (64-bit) —_—
'.” ‘Irttemst Explorer [l ‘
— =
—
Sty Documents
Computer
Network
Control Panel
Devices and Printers
Administrative Tools »
Help and Support
Run...
4 Back
[ search programs and files B2 Logoff |»
o & o |
e Launch Enterprise Architect and Windows Task Manager shows the security context of EA:
enter the license key of a named v _
user (that license key allows to use | |ehec=2  ssmv 00 isisosk Enterprse Archiect- UM Deveopment oo
. explorer.exe Gustav ... 00 46.076 K Windows-Explorer
EA in that context) explorer.exe  SYSTEM 00 10.668K Windows-Explorer

e Go through the wizards (Interface
customization wizard) of EA
(whatever you might want as
primary configuration is ok)

e C(Close EA, CMD

e Quitthe
cmdLauncherService in
Services
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STEP 2: A QUICK AND DIRTY VERIFICATION

EA is running now in the Local System context. To access EA you need an environment that will also
run under Local System — one possibility is to develop a classic Windows Service — hey we have one:
For that story we can reuse our cmdLauncherService and change the OnStart behaviour to

do something with EA.

For demonstrating that EA is working just reference the EA . App (either via COM or using EA. t1b
Import or provided by Sparx Systems you can also use Interop.EA.d11) and use that sample
code:

// instance of EA and a repository to get the ProjectGUID
EA.App a = new EA.AppClass();
EA.Repository r = a.Repository;

string ProjectGuid;

if (r.OpenFile("c:\\temp\\eaexample.eap"))
{
ProjectGuid = r.ProjectGUID;
r.CloseFile();
}

// clean up
GC.Collect () ;
GC.WaitForPendingFinalizers();

TextWriter tw = new StreamWriter ("c:\\temp\\guids.txt");

// write a line of text to the file, just to have a easy to access info
tw.WriteLine (DateTime.Now) ;

tw.WritelLine (ProjectGuid) ;

// close the stream

tw.Close();

So requisites are to have a c: \ temp folder and the eaexample.eap there.

F Y You must take care in your code, that EA is not accessed by more than one calling
:‘I: ( '1.1 instance at the same time. In this sample it is not relevant — but keeps in mind that
PO I ou have to define/design/develop such a queuing scenario.
( Y /design/ p q g

k‘ Then change the load behaviour of your service in the service configuration to

_L'_l automatic.
X "i To verify a standalone run — enable access to the c: \ temp (as file share) from
another machine and then reboot the server.

After reboot watch the directory c: \ temp and voila the guids. txt will raise.

© 2012 LieberLieber Software GmbH Version 1.0



Sparx Systems Enterprise Architect as an unattended Windows Service on Lietler
Windows Server 2008R2 and higher softwars gmbh

STEP 3: DEVELOP A WCF SERVICE TO ACCESS ENTERPRISE ARCHITECT OVER THE WIRE

tbhc

STEP 4: CONFIGURING THE WCF SERVICE

tbc

STEP 5: DEVELOPING A WCF CLIENT APPLICATION

tbc

Welcome Enterprise Architect to run on
Windows Server 2008R2 as a windows
service
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